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1) Training of non-IT employees in small businesses e
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and organizations facing increasing digitalization.

Enterprises and Industries

2) Bridging the cybersecurity knowledge gap among
non-IT employees in small businesses.

by

researching the background and developing training concepts,

tools and materials aimed at training non-IT staff in micro and

small businesses in cyber security and data protection. Funding:
Budget:

Duration:
Consortium:
Website:
Contact:

Co-funded by S
the European Union https://mecys_eu/ participation:
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Germany, France,
Cyprus, Switzerland,
Greece, Spain

FHNW HSW, PH Freiburg & 5 int. Partners
https://mecys.eu/
Bettina Schneider & llya Misyura

Study participation to collect learning hurdles;
Learning prototype.
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Objectives
Raise awareness Why is data protection relevant for me?
Initial assessment What is my current level of data protection?
Tips and roadmap What are my next steps?

Agenda

Introduction Why is data protection relevant in Switzerland?
Assessment Put a complete privacy note on your website
Deepening React fast and professional to customers requests.
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Introduction to Data Protection

What does "data protection™ actually mean?

Data protection refers to the protection of individuals "against undesirable consequences (...)
due to access to (stored) data or the unintentional loss of data.”

- Right to privacy... including digital space!

What is needed for effective data protection?

1. Regulations, such as data protection laws;

2. Self-commitment of every organization that processes personal data;

3. Measures for self-protection by individuals and systems.

- Which regulations are relevant?

Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.ch/wirtschaft
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Introduction to Data Protection

In case of data processing
with reference to persons
residing in the EU:

EU GDPR

since 25.05.2018

Mandatory
for organizations with...

Establishment in EU
§ 3 Offer to individuals in EU

Tracking individuals in EU

Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.ch/wirtschaft 5
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Introduction to Data Protection

For federal bodies and
the private sector:

(New) FADP
since 01.09.2023

Revised legisation
for Switzerland

Most relevant changes:

https://www.kmu.admin.ch/kmu/en/home/facts-
and-trends/digitization/data-protection/new-
federal-act-on-data-protection-nfadp.html

Comparison nFADP vs. GDPR (de, fr)
https://www.rosenthal.ch/downloads/Rosenthal

-Webinar-DSG-GDPR.pdf
Tableau comparatif | Comparaison entre la
nLPD et le RGPD — swissprivacy.law

Online Commentary:
https://onlinekommentar.ch/de/kommentare/fe
deral-act-on-data-protection

Prof. Dr. Bettina Schneider

U Schweizerische Eidgenossenschaft SME Portal

nfédération suiss . . .
canbbairation sulssa for small and medium-sized enterprises
Confederazione Svizzera

Confederaziun svizra

Mew | Practical knowledge | Trends | SME policy | About

SME portal of SECO » Trends » Digitalization » Data protection » New Federal Act on Data Protection (nFADP)

¢ Digiaizatir New Federal Act on Data
Data protection P rOte Ct | on ( N FA D P)

New Federal Act on Data Protection
(NFADP) Switzerland is implementing new legislation to better protect its citizens'

data. Swiss companies will have to comply with this legislation from
Data protection September 1, 2023.

In its fall 2020 session, Parliament passed the new Act on Federal Data
Protection (nFADP). It improves the processing of personal data and grants
Swiss citizens new rights. This important legislative change also comes with
number of obligations for companies. Implementation through the Data
Protection Ordinance is on September 1, 2023.

Digital Trust Day 2024 www.fhnw.ch/wirtschaft 6
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Introduction to Data Protection

Kanton St.Gallen 9

For public bodies in Alle Themen >

cantons: @

Sicherheit >

Cantonal regulations

e.g., canton St. Gallen

Meine Rechte

Merkbisitter und Arbeltshilfen Auskunftsrecht Musterschreiben Tatigkeitsberichte

- Not our focus

Tatigkeitsbericht

Rechtliche Grundlagen > > >

Kontakt weiterer
Datenschutzbehdrden

Register der
Datensammliungen

Kantonales Kontakt regionale Register der
Datenschutzgesetz Datenschutzfachstellen Datensammilungen

https://lwww.sg.ch/sicherheit/datenschutz.html

Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.chlwirtschaft7
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III. Liability for ! The members of the board of directors and all persons engaged in the business management or liquidation of the

Data Protection Com pl iance ! 23:;’::::::“ company are liable both to the company and to the individual shareholders and creditors for any losses or damage
M arising from any intentional or negligent breach of their duties.
q:ndation 2 A person who, as authorised, delegates the performance of a task to another governing officer is liable for any
-2 ltis a IeaderShip dUty| losses caused by such officer unless he can prove that he acted with all due diligence when selecting, instructing
and supervising him.

Art. 716a*7

2.Non-trans- ! The board of directors shall have the following non-transferable and inalienable duties:

I—— 1. the overall management of the company and issuing the required directives;
2. determining the company’s organisation;
3. organising the accounting, financial control and financial planning systems as required for management of the
company:
4. appointing and dismissing persons entrusted with managing and representing the company;

overall supervision of the persons entrusted with managing the company. in particular with regard to compli-
ance with the law. articles of association, operational regulations and directives;

6. compiling the annual report¥8, preparing for the general meeting and implementing its resolutions;
7.5filing an application for a debt restructuring moratorium and notifying the court in the event that the com-
pany is overindebted;
8. %%%n the case of companies whose shares are listed on a stock exchange: preparing the remuneration report.
2 The board of directors may assign responsibility for preparing and implementing its resolutions or monitoring
transactions to committees or individual members. It must ensure appropriate reporting to its members.

https://lawbrary.ch/law/art/OR-v2023.02-en-art-716a/
Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.chlwirtschaft8 8
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Assessment — What’s your state of compliance?

Data Protection Assess the data protection level of your
s Assessment organization in just few minutes

* Your result will be not be stored and the assessment
IS anonymous (data sparse code base; no printing).

* You can determine your top 3 data protection
priorities based on the assessment result.

You can repeat the assessment as often as you wish.

https://digitaltrust.pages.fhnw.ch/mecys-assessment/index.html

Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.ch/wirtschaft
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Deepening- Steps to Compliance

S <

(1) Overview

Reponsibilities, Data,
Regulations (EU GDPR,
FADP, others)

}

(2) List

Register of data processings
(Art. 30 GDPR; Art. 12
nFADP)

(3) Risks

Data Protection Impact
Assessment (Art. 32, 35
GDPR; Art. 22 nFADP)

Digital Trust Day 2024
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External

(4) TOMS

Technical & organizational measures

\ 4

External

B

Internal

\ 4

Measures, privacy-by-design,
— privacy-by-default (Art. 32
GDPR; Art. 7 nFADP)

(5) Data Transfer

Standard Contractual Clauses

(SCCs); data processing
agreement

(6) Web Services/Shop

Transparent Information and
Consent (Art. 7, 12 GDPR)

Prof. Dr. Bettina Schneider (own figure based on bikom.org)

(7) Data Subject Rights

Information, Access,
Rectification, Erasure,
Restriction, Data Portability,
Object, Autom. Decision
Making

(Art. 13-22 GDPR; Art. 25-
29 nFADP)

(8) Data Breach

(Art. 33-34 GDPR, Art. 24
nFADP)

A
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Deepening - The Absolute Minimum

Think of data List all personal data you process and why you need it.
Think of security Apply security measures to data you and/or your IT provider holds.
Be transparent Put a complete privacy note on your website
Be responsive React fast and professional to customers requests.
Move on Keep moving and enhance your data protection measures continously.

Sources: Your beginner’s guide to data protection | ICO; 15 things all small businesses need to know about data protection | ICO

Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.ch/wirtschaft 11
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Open Source DPIA Tool

Prof. Dr. Bettina Schneider Digital Trust Day 2024 www.fhnw.ch/wirtschaft 12


https://digitaltrust.pages.fhnw.ch/dpia-tool/
https://drive.switch.ch/index.php/s/yIZvW0HCat79MT9
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Prof. Dr. Bettina Schneider
Head Competence Center Digital Trust

Institute for Information Systems, FHNW School of Business

bettina.schneider@fhnw.ch

https://www.digitaltrust-competence.ch

3-day Practitioner Training
https://www.fhnw.ch/de/weiterbildung/wirtschaft/praxisseminar datenschutzverordnung-dsgvo

llya Misyura
Research Assistant, Competence Center Digital Trust

Work & research areas:
data privacy, cybersecurity, blockchain & DAOs, software development

Institute for Information Systems, FHNW School of Business
ilya.misyura@fhnw.ch

https://www.digitaltrust-competence.ch
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Thank
you!

Disclaimer

Dieses Projekt wird von Movetia finanziell unterstiitzt. Movetia fordert Austausch, Mobilitdt und
Kooperation in der Aus- und Weiterbildung sowie in der Jugendarbeit — in der Schweiz, in Europa und
weltweit. www.movetia.ch

Diese Schulungsunterlagen wurden fiir das von Movetia finanzierte Forschungsprojekt MECyS erstellt;
die Inhalte geben die Ansichten der Autoren wieder, und Movetia kann nicht fir die Verwendung der
darin enthaltenen Informationen verantwortlich gemacht werden."
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